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Abstra
t

In this paper, we provide a method to safely store a do
ument in perhaps the most 
hallenging

settings, a highly de
entralized repli
ated storage system where up to half of the storage servers may

in
ur arbitrary failures, in
luding alterations to data stored in them.

Using an error 
orre
ting 
ode (ECC), e.g., a Reed-Solomon 
ode, one 
an take n pie
es of a do
ument,

repla
e ea
h pie
e with another pie
e of size larger by a fa
tor of

n

n�2t+1

su
h that it is possible to

re
over the original set even when up to t of the larger pie
es are altered. For t 
lose to n=2 the spa
e

blowup fa
tor of this s
heme is 
lose to n, and the overhead of an ECC su
h as the Reed-Solomon 
ode

degenerates to that of a trivial repli
ation 
ode.

We show a te
hnique to redu
e this large spa
e overhead for high values of t. Our s
heme blows up

ea
h pie
e by a fa
tor slightly larger than two using an erasure 
ode whi
h makes it possible to re
over

the original set using n=2� O(n=d) of the pie
es, where d � 80 is a �xed 
onstant. Then we atta
h to

ea
h pie
e O(d logn= log d) additional bits to make it possible to identify a large enough set of unmodi�ed

pie
es, with negligible error probability, assuming that at least half the pie
es are unmodi�ed, and with

low 
omplexity. For values of t 
lose to n=2 we a
hieve a large asymptoti
 spa
e redu
tion over the

best possible spa
e blowup of any ECC in deterministi
 setting. Our approa
h makes use of a d-regular

expander graph to 
ompute the bits required for the identi�
ation of n=2�O(n=d) good pie
es.

1 Introdu
tion

In order to safeguard a do
ument, the most simple solution is to repli
ate it, and to store the di�erent


opies in di�erent pla
es. This method, however, has two main drawba
ks. First, the integrity of multiple

repli
as is harder to maintain, and se
ond the required storage spa
e grows linearly with the number of


opies. In this paper, we provide a method to safely store a do
ument that addresses both issues. First,

our method guarantees integrity against arbitrary alterations, even mali
ious ones, in up to half of the

storage servers. Se
ond, the storage 
osts remain reasonable even in large systems, 
omposed of hundreds

or thousands of servers.

Our approa
h makes use of an erasure 
ode that 
an re
over the information when some pie
es are

lost but the ones that remain are guaranteed to be 
orre
t. We add veri�
ation information to the 
ode

pie
es in order to identify a large 
olle
tion of good pie
es when we re
onstru
t the �le. Several erasure


odes were suggested in the literature. We shall assume usage of the Reed-Solomon 
odes with Berlekamp-

Wel
h de
oding (see [GS92℄ for a des
ription of this method), whose spa
e blow-up is optimal, though
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other erasure 
odes, e.g. [LMS+97, AL96℄, may be employed for eÆ
ien
y with a slight sa
ri�
e in spa
e

overhead. The veri�
ation information that we add to the pie
es is organized in the form of �ngerprints

of parti
ular arguments. We produ
e these �ngerprints using a 
ryptographi
ally se
ure hash fun
tion H

(in pra
ti
e, one uses hash fun
tion believed to be hard to invert, su
h as SHA1 [SHA1℄). For any value

v, in an unlimited range, H(v) has �xed size (in bits). We denote this size by jHj. We assume that it is


omputationally infeasible to �nd two di�erent values v and v

0

su
h that H(v) = H(v

0

). Typi
ally, setting

jHj to 160 bits suÆ
es to guarantee this today, e.g., with SHA1, and hen
e we will assume this.

Let n be the number of pie
es. We arrange the pie
es in a graph, 
alled the store graph, with n verti
es,

su
h that ea
h pie
e 
orresponds to a vertex. An edge exists between verti
es when they 
ross verify ea
h

other. A vertex v of degree d stores a 
olle
tion of d�k �ngerprints that transitively verify every vertex up

to distan
e k away from v in the graph, where k is a parameter 
hosen at setup time. The store graph is

a 
arefully 
hosen expander graph where the neighborhood of radius k of any vertex grows exponentially.

Herein lies a large gain. The transitive veri�
ation information takes only a fa
tor k more spa
e than a

regular �ngerprint of the adja
ent pie
es but veri�es an exponentially larger 
olle
tion of verti
es. The

total storage 
ost for the veri�
ation information is O(kdn), where d is an upper bound on the maximum

degree of a vertex in the store graph. When kd � n, this 
ost is a signi�
ant improvement over previous

methods. The 
omplexity of our re
overy and storage algorithms is O(kdn) in addition to the time required

for de
oding and en
oding the erasure 
ode of 
hoi
e. Our algorithm needs to 
ompute, in the worst 
ase,

only kdn �ngerprints. The range of parameters whi
h will be of parti
ular interest for us is when d is


onstant and k is O(log

d

n).

The store graph we employ has the property that even when up to t < n=2 of its verti
es are removed,

a suÆ
iently large 
omponent of size �(n) remains 
onne
ted with diameter � k. For this, we make use

of known 
onstru
tions of expander graphs [LPS86℄ and prove that the required properties hold in them.

That is, we prove that if up to t < n=2 verti
es are removed from an expander like that in [LPS86℄, even

mali
iously, then there remains a 
omponent of size n=2 � O(n=d) with diameter O(log n= log d). This

improves a somewhat weaker but similar result of Upfal [U94℄. This result is of independent interest and

may have other appli
ations. Furthermore it 
an be extended to a setup when more than half the verti
es

are removed.

The retrieval algorithm sele
ts a vertex at random and 
olle
ts all the verti
es that are veri�ed by

it, by a simple breadth-�rst-sear
h. We show that this sele
tion pro
edure needs to be repeated only an

expe
ted 
onstant number of times until it 
olle
ts a linear set of 
orre
t verti
es. The total number of

�ngerprinting 
omputations is bounded by O(kdn) where k = O(log

d

n). The 
omputation of �ngerprints

dominates the time overhead of our retrieval algorithm over the de
oding 
omplexity of the erasure 
ode

we use.

The stru
ture of the rest of this paper is as follows. Se
tion 2 des
ribes related previous work and

several alternative approa
hes to the problem whi
h we 
onsider. Se
tion 3 des
ribes our storage and

retrieval algorithms. Se
tion 4 proves the properties we need to hold in the store graph. Se
tion 5 gives

some details about possible appli
ations of our methods. We 
on
lude in Se
tion 6.

2 Related work and alternative approa
hes

Repli
ation is the most simple approa
h for a
hieving resilien
e to arbitrary 
orruption of storage. Using

this approa
h, the alteration of data stored by repli
ated servers 
an be masked by obtaining t+1 identi
al

repli
as, where t is presumed to be a bound on the total number of 
orrupted repli
as. Unfortunately, this

method has a high overhead in storing full 
opy of the �le at ea
h server.

When alterations to stored data are not of 
on
ern, erasure 
odes solve the problem. For example,

Reed-Solomon 
odes with the Berlekamp-Wel
h de
oding (des
ribed in [GS92℄, and used in Rabin's IDA
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s
heme [Rab89℄) 
an be used as follows. We split the �le into n� t segments, ea
h 
onsisting of s=(n� t)

bits, and think of these segments as representing a polynomial of degree n� t� 1 over a �nite �eld F of


ardinality p � 2

s=(n�t)

. The n pie
es to store are the values of this polynomial at n �xed points of the

�eld F . Clearly we 
an re
onstru
t this polynomial from only n� t su
h values. Sin
e the total amount

of spa
e taken by n � t pie
es is exa
tly s, the spa
e overhead is 
learly optimal. However, if any of the

obtained pie
es is altered, the integrity of the re
onstru
ted do
ument may be 
ompromised. Moreover, a

user obtaining su
h an erroneous do
ument has no way of dete
ting that an error has o

urred, and may

simply return erroneous results undete
tably.

To over
ome this problem, it is ne
essary to add redundant information to pie
es when they are stored,

that indi
ates when some other pie
es(s) are altered. A simple approa
h is to store a �ngerprint of the

entire do
ument with ea
h pie
e. To re
over the �le, �rst one gets the 
orre
t �ngerprint from a majority

of the pie
es, and then 
he
ks 
ombinations of pie
es for a �le with the same �ngerprint. However, this

may lead to prohibitive 
omputations in sear
hing for a right 
ombination of unaltered pie
es.

To obtain a feasible solution that 
an handle alterations in at most t pie
es one 
ould use an error


orre
ting 
ode (ECC). The terminology here is usually quite di�erent. An error 
orre
ting 
ode C of

blo
k length N , rate K, and distan
e D over a q-ary alphabet �, denoted by [N;K;D℄

q

, is a mapping from

�

K

(the message spa
e) to �

N

(the 
odeword spa
e) su
h that any pair of strings in the range of C di�er

in at least D lo
ations out of N . Reed-Solomon 
odes are a 
lassi
al and 
ommonly used 
onstru
tion

of error 
orre
ting 
ode for whi
h D = N � K + 1. The alphabet � for su
h 
ode is a �nite �eld F ,

where jF j = q � N . The message spe
i�es a degree K � 1 polynomial over F . The mapping C maps this

polynomial to its evaluation at N distin
t points of the �eld F . Sin
e two distin
t polynomials of degree

K� 1 agree in at most K� 1 pla
es it follows that D = N �K+1. EÆ
ient algorithms are known [Ber68℄

to re
over the message from a 
odeword of a Reed-Solomon 
ode despite errors in less than D=2 values.

Translating this to our setting, we would use an ECC with N = n the number of desired pie
es,

K = n � 2t � 1, and D = 2(t + 1) over an alphabet whi
h is a �nite �eld F with 2

s=(n�2t�1)

elements.

Similarly to our use of erasure 
odes, we split the �le into n� 2t� 1 pie
es ea
h of size s=(n� 2t� 1). We

think of these pie
es as representing a polynomial of degree n� 2t� 2 over F . The 
odeword 
onsists of n

evaluations of this polynomial. The spa
e blowup of this method is n=(n� 2t+ 1), larger than with using

erasure 
odes. However we are able to re
over the �le despite arbitrary alterations of t pie
es. Note that

when t gets 
lose to n=2, the spa
e blows up by a fa
tor 
lose to n. In parti
ular, if t =

n

2

� 1 this method

has spa
e blowup similar to fully repli
ating the �le n times.

Instead of using an ECC on the pie
es themselves one 
an apply it to a shorter sequen
e of �ngerprints

of the pie
es, thereby redu
ing the spa
e overhead at the expense of getting only a probabilisti
 guarantee

for re
overy. For example, the Se
ure IDA method in [Kra93℄ 
omputes a �ngerprint for ea
h pie
e, and

stores the ve
tor of �ngerprints using an ECC. To re
over the do
ument, �rst the ve
tor of �ngerprints is

re
overed, and then ea
h pie
e is 
he
ked against its �ngerprint. The spa
e blow-up fa
tor for storing a

do
ument with this method is n=(n� t) for the pie
es, and an additional spa
e for pie
es of the �ngerprints

ve
tor, blown up by a fa
tor of n=(n� 2t+ 1). Here, too, when t approa
hes n=2, the �ngerprints ve
tor

storage is blown by a fa
tor n. The spa
e for the �ngerprints ve
tor depends only on n and the hash

fun
tion used, and does not depend on the do
ument length. Nevertheless, this spa
e 
ould be quite

prohibitive when n is large. To illustrate this, suppose a �le size is 1 Mega-Byte, �ngerprints are 160 bits,

n = 1000 and t = 499. Then Se
ure IDA stores roughly 1000� 160 extra bits, or � 20KBytes, with every

pie
e of 1MB=(1000 � 499) � 2KBytes.

An alternative approa
h that 
an redu
e the large blowup fa
tor of ECC (either on the pie
es themselves

or on the �ngerprints) is to use re
ent polynomial time algorithms for the list de
oding problem. Consider

the Reed-Solomon 
odes we previously mentioned. As we des
ribed, when the number of errors is less

than half the distan
e D of the 
ode then there is a unique 
odeword 
losest to the message, and eÆ
ient

algorithms for �nding it. Therefore we pi
ked a 
ode su
h that t is no greater than half of its distan
e.
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When there are more errors than half the distan
e of the 
ode there may be more than one possible

de
oding. The problem of �nding all possible de
odings in su
h 
ases is 
alled the list de
oding problem.

For Reed-Solomon 
odes the number of possible de
odings is 
onstant as long as the number of errors is less

than N �

p

NK (see [GRS95℄). Using te
hniques introdu
ed by Sudan [Su97℄ and subsequently improved

in [RR00℄ and [GS99℄, one 
an produ
e this list with a randomized polynomial time algorithm. In its most

eÆ
ient form [GS99℄, the algorithm 
an handle up to dN �

p

NK � 1e errors.

We 
ould use this list de
oding algorithm for our purposes as follows. We pi
k a Reed-Solomon 
ode

with N = n and K su
h that dn�

p

nK � 1e � t. So t now is greater than half the distan
e of the 
ode.

In parti
ular if t = b(n � 1)=2
 then K = n=4. The alphabet we use is of size 2

s=K

where s is the size of

the text we en
ode (that is it is either the size of the �le itself or the size of the sequen
e of �ngerprints of

the pie
es of the �le). In addition, we store with ea
h of the n pie
es generated by the ECC, a hash H of

the full do
ument. To retrieve the do
ument when up to t = (n � 1)=2 of the pie
es are altered we �rst

re
over the 
orre
t hash H of the do
ument from a majority. Then we employ Guruswami and Sudan's

list-de
oding method to obtain a list of possible de
odings. Finally we pi
k the de
oding whose hash is H.

The spa
e blow-up of this method is 
onstant (= 4). The drawba
k of this s
heme is the 
omplexity

of the retrieval algorithm. This algorithm employs somewhat 
ompli
ated methods, su
h as polynomial

fa
torization, and has 
omplexity 
ubi
 in n.

1

By 
omparison, our retrieval method is simpler (using

only hashing and 
omparisons), and runs in O(n log(n)) time, but provides probabilisti
 guarantee only.

Additionally, we use a 
ompletely di�erent approa
h whose building blo
ks may have other appli
ations.

A 
omparison of the eÆ
ien
y of our method when half the system may be faulty with the various

known approa
hes is given in Table 1 below.

Method Spa
e per server Store timey Retrieve timey

Our method (2 + �)s=n+O(log n) O(n logn) O(n logn)

Simple repli
ation s none none

Reed-Solomon s none none

Se
ure IDA 2s=n+O(n) O(n) O(n)

List de
oding 4s=n none O(n

3

)

y In addition to underlying 
oding/de
oding time of the 
orresponding erasure or error 
orre
ting 
ode.

Table 1: Comparison of methods: Storing do
ument of size s on n servers when up to t = (n� 1)=2 may

be faulty.

Going ba
k to our basi
 motivation, the need for s
alable and survivable storage is reinfor
ed in nu-

merous re
ent systems that support information sharing in highly de
entralized settings. Examples are

the Eternity servi
e [And96℄, a survivable digital do
ument repository, SFS [MK98℄, a se
ure �le system

for a wide area network, Fleet [MR99℄, a survivable and s
alable data repli
ation system, a Byzantine �le

system of Castro et al. [CL99℄, and IBM's Evault [GGJ97℄, a storage system that employs Rabin's IDA

to a
hieve survivable storage with reasonable storage burden. The veri�
ation information stored in these

systems to guard against possible alteration of pie
es does not s
ale to large system sizes. Our methods

are most suitable for all the systems mentioned above and others, where s
aling is a ne
essity.

The methods presented in this paper are 
on
erned with the integrity of �le storage and retrieval.

Other aspe
ts of data se
urity are orthogonal to ours. Spe
i�
ally, methods for preserving the se
re
y of

�le 
ontents in repli
ated systems have been proposed, e.g., in [HT88, AE90℄, su
h that the 
ollusion of up

to t faulty servers 
annot reveal the 
ontents of the information stored. These methods use se
ret sharing

1

The method by Roth and Ru
kenstein [RR00℄ has 
omputation 
omplexity O(n

2

log

2

n) but needs twi
e as mu
h spa
e.
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te
hniques that 
an be 
ombined with our approa
h to a
hieve se
re
y.

3 Storing and retrieving a do
ument

The goal of this work is to provide two fun
tions, share and re
onstru
t. Fun
tion share takes a do
ument

x and produ
es n pie
es denoted by share(x; 1), : : :, share(x; n) to be stored in n 
orresponding servers.

Fun
tion re
onstru
t re
overs the do
ument with high probability despite arbitrary alterations in up to a

threshold t = b

n�1

2


 of the pie
es.

3.1 Share

Our solution transforms x using Reed-Solomon ECC into n pie
es, ECC(x; 1), : : :, ECC(x; n), su
h that x


an be restored from any subset of (

n

2

��n) pie
es (� will be determined in Se
tion 4). To safeguard against

alteration of pie
es, we add to ea
h pie
e veri�
ation information as follows. We arrange the n ECC pie
es

in a parti
ular graph on n verti
es, ea
h pie
e 
orresponds to a vertex of the graph. We 
all this graph the

store graph and spe
ify it pre
isely in Se
tion 4. We de�ne k levels of veri�
ation information asso
iated

with ea
h vertex in the store graph re
ursively. We denote the veri�
ation information of level l asso
iated

with vertex j by V

l

(j). The veri�
ation information of level 0 asso
iated with vertex j is its ECC pie
e,

i.e. V

0

(j) = ECC(x; j). For 1 � l � k we de�ne

V

l

(j) = hH(V

l�1

j

1

); : : : ;H(V

l�1

j

jN(j)j

)i ;

where N(j) = fj

1

; : : : ; j

jN(j)j

g is the set of neighbors of vertex j. In other words the level l veri�
ation

information asso
iated with vertex j is the tuple of hashes of the level l � 1 veri�
ation information

asso
iated with its neighbors. Intuitively, V

l

(j) veri�es verti
es at distan
e at most l from vertex j. The

information we store with server j, share(x; j), 
onsists of k levels of veri�
ation information asso
iated

with vertex j , V

l

(j), 0 � i � k, (where the �rst level is the jth ECC pie
e). For every server j, share(x; j),

also 
ontains the hash of the whole �le, H(x). In what follows we identify server j with vertex j of the

store graph. Therefore we will refer to servers 
orresponding to verti
es adja
ent to vertex j in the store

graph the neighbors of server j.

The total spa
e taken by ea
h pie
e of a do
ument of size s stored with our method is at most

jHj(dk + 1) +

s

�

n

2

+ �n

�

;

where d is the maximum degree of a node in the store graph. When dk = o(n), we get a signi�
ant

improvement over error 
orre
ting 
odes.

To get some intuition about our s
heme suppose server u mali
iously alters its ECC pie
e. The hash of

the ECC pie
e of server u is part of the veri�
ation information of level one stored at the servers neighboring

u. Therefore by inspe
ting the veri�
ation information of level one stored at an honest server adja
ent to

server u we will be able to dete
t that server u altered its data. However, the servers adja
ent to server

u may 
ollaborate with server u and mali
iously alter their shares. In 
ase all the neighbors of server u

mali
iously 
ollaborate with server u we 
an still dete
t it using the veri�
ation information of level two of

a server at distan
e two from u. Let y be su
h server and let z be the 
ommon neighbor of verti
es y and u.

To 
ollaborate with server u vertex z had to 
hange its veri�
ation information of level one to 
ontain the

hash of the modi�ed ECC pie
e of vertex u. Therefore if y is honest the hash of the modi�ed veri�
ation

information of level one of z will be di�erent from what is stored with the veri�
ation information of level

two of y. In general if we get shares of a 
onne
ted subgraph of verti
es of diameter at most k, then we


an dete
t that there exists an altered ECC pie
e of a server in the subgraph if the subgraph 
ontain at



3 STORING AND RETRIEVING A DOCUMENT 6

least one honest server. To retrieve the do
ument we will �nd a 
onne
ted subgraph with suÆ
iently many

good verti
es. The store graph will guarantee that su
h a subgraph exists.

More generally, during retrieval, up to t servers may be 
orrupted, and hen
e, some set D of edges

in
ident with t � b

n�1

2


 verti
es in the store graph are removed. Noti
e that we do not know who are the

t 
orrupt verti
es and get to see a graph after deleting only the edges in D that are a subset of the edges

in
ident with those t 
orrupt verti
es. Nevertheless, using k-transitive veri�
ation, we know that every

neighborhood of diameter k is either all 
orre
t or all 
orrupt. Hen
e, our graph 
onstru
tion needs to

guarantee that after the removal of the set D of edges in
ident with t verti
es from ST , there remains a

set of

n

2

� �n good verti
es that are 
onne
ted with a low diameter.

The desired properties of the store graph are therefore as follows. To redu
e the storage overhead we

would like the maximum degree of the store graph to be small. We also want to guarantee safe retrieval

using a small number of levels of veri�
ation information. In order to retrieve the do
ument we will need

to guarantee the existen
e of a large 
onne
ted 
omponent of diameter at most k of honest servers despite

arbitrary faults in t other servers. Sin
e the spa
e overhead is proportional to the produ
t of d and k, we


an trade a higher degree and expansion for smaller number of levels of veri�
ation information.

To a
hieve these properties, the store graph will be an expander graph where in a radius logarithmi


from any server we have linearly many other servers. This way we get a large number of servers verifying

any one parti
ular server for a given number of levels of veri�
ation information. In Se
tion 4 we pro
eed

to show su
h a 
onstru
tion.

3.2 Re
onstru
t

The goal of the re
onstru
t transformation is to take n shares, share(x; j), 1 � j � n, retrieved from the

servers, up to t of whi
h may be arbitrarily altered (or missing altogether, in whi
h 
ase we 
onsider them

as 0) and to return the original do
ument x. That is, given a set of pie
es fr

1

; :::; r

n

g 
ontaining at least

n� t original pie
es fshare(x; i

1

); : : : ; share(x; i

n�t

)g, we want that re
onstru
t(r

1

; : : : ; r

n

) = x (with high

probability). Note that, we need to keep re
onstru
t feasible as n grows despite the un
ertainty 
on
erning

up to t of the pie
es. Hen
e, we 
annot exhaustively s
an all 
ombinations of n� t pie
es to �nd a 
orre
t

one.

Consider the set fr

1

; :::; r

n

g of retrieved pie
es. Ea
h su
h pie
e, say r

j

, presumably 
ontains the k

levels of veri�
ation information V

l

(j), 0 � l � k, and H(x). We say that r

i

and r

j

are 
onsistent if the

following 
onditions hold:

1. Verti
es i and j are adja
ent in the store graph.

2. For every 0 � l � k, V

l

(j) 
ontains the hash of V

l�1

(i) in the position 
orresponding to vertex i in

its tuple.

3. For every 0 � l � k, V

l

(i) 
ontains the hash of V

l�1

(j) in the position 
orresponding to vertex j in

its tuple.

We de�ne the retrieve graph as a subgraph of the store graph in whi
h we keep the edges only between


onsistent verti
es. If i and j are adja
ent in the store graph and honest then 
learly they will be adja
ent

in the retrieve graph. Therefore the edges missing in the retrieve graph are adja
ent with the t 
orrupt

servers.

A 
riti
al property of the store graph whi
h we prove in Se
tion 4 is the following.

Property 3.1 If we delete t verti
es from the store graph then in the remaining graph there exists a


onne
ted subgraph with

n

2

� �n verti
es and diameter at most k.



3 STORING AND RETRIEVING A DOCUMENT 7

Property 3.1 guarantees the existen
e of a large 
onne
ted 
omponent 
ontaining a large number of

honest servers. Re
all however that we obtain the retrieve graph from the store graph by deleting a subset

of the edges in
ident to the 
orrupt servers and not the 
orrupt servers themselves. Therefore the large


omponent of honest servers guaranteed by Property 3.1 may 
ontain also 
orrupt verti
es. We may also

have a large 
omponent of 
orrupt servers. To identify the good servers we will also use the following

lemma showing that all verti
es at distan
e at most k in the retrieve graph from an honest server even

if 
orrupt must have unaltered ECC pie
es. It follows from this lemma that in a 
onne
ted subgraph of

diameter at most k of the retrieve graph either all ECC pie
es (veri�
ation information of level zero) are


orre
t or all servers are 
orrupt.

Here we let N

1

(I) = N(I) be the set of verti
es adja
ent to verti
es in I in the retrieve graph. Also

we denote by N

k

(I) the set of verti
es within distan
e no greater than k to a vertex in I. We prove the

following lemma about the retrieve graph.

Lemma 3.2 Let I be a set of honest servers. Then every vertex in N

y

(I), where y � k, has its �rst k� y

levels of information unaltered.

Proof. By indu
tion on y. For the basis of the indu
tion, we examine the immediate neighborhood of

I. Sin
e all k-levels of veri�
ation information in ea
h r

i

2 I are unaltered, for ea
h immediate neighbor

r

j

2 N(I) the hash values H(V

0

(r

j

)); : : : ;H(V

k�1

(r

j

)) stored with the veri�
ation information of levels

1; : : : ; k of some r

i

2 I are unaltered. Sin
e r

i

and r

j

are 
onne
ted in the retrieve graph, H(V

i

(r

j

))

mat
hes the hash of V

i

(r

j

) for 1 � i � k � 1. So by the 
ryptographi
 assumption on the �ngerprints

V

0

(r

j

); : : : ; V

k�1

(r

j

) must be unaltered.

For the indu
tion step, assume that the lemma holds for y

0

< y. Hen
e, every vertex in N

y�1

(I) has

its �rst k � (y � 1)-levels of veri�
ation information unaltered. But sin
e N

y

(I) = N(N

y�1

(I)) by an

argument as for the base 
ase stated above using I

0

= N

y�1

(I) and k

0

= k � (y � 1), we obtain that ea
h

vertex in N(I

0

) has k

0

� 1 = k � (y � 1)� 1 levels of veri�
ation information unaltered, as desired. 2

Property 3.1 says that a 
onne
ted subgraph of honest servers of size 
lose to n=2 and diameter k

exists. We denote that subgraph by W . A random vertex belongs to W with probability 
lose to 1=2.

Our algorithm pi
ks a random vertex v and 
olle
ts all verti
es in N

k

(v). If indeed v belongs to W then

all W is 
ontained in N

k

(v) so jN

k

(v)j �

n

2

� �n. Furthermore by Lemma 3.2 we know that the ECC

share of every vertex in N

k

(v) is 
orre
t. Therefore using the ECC shares of the verti
es in N

k

(v) we will

re
over the �le. In 
ase v is not in W it is possible that jN

k

(v)j <

n

2

� �n. But another possibility is that

jN

k

(v)j �

n

2

��n and all the verti
es in N

k

(v) mali
iously 
hanged their shares. Therefore we need a way to

distinguish between a good and large neighborhood of an honest server and a bad and large neighborhood

of a mali
ious server. To that end we use the hash, H(x), of the whole �le stored with ea
h server. We

re
over H(x) from ea
h of r

1

; : : : ; r

n

and if these values di�er we de
ide on the 
orre
t value by taking the

value that o

urs most often. Sin
e more than half of the servers are honest we are guaranteed to re
over

H(x) 
orre
tly. Then we re
over the �le using a large neighborhood N

k

(v). If the hash of the re
overed

�le mat
hes H(x) we know that v was honest. Otherwise we know that v is 
orrupt so we dis
ard N

k

(v)

and repeat this pro
ess. Here is a detailed des
ription of our algorithm.

1. Let S = fr

1

; : : : ; r

n

g.

2. Let h be the value of H(x) that o

urs in d

n+1

2

e pie
es in S.

3. Pi
k a node r

i

2 S at random;

4. If jN

k

(r

i

)j < n=2� �n set S = S n fr

i

g and go ba
k to step 3.
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5. Get all the pie
es from N

k

(r

i

), re
onstru
t a do
ument x̂ using ECC and 
he
k that H(x̂) = h. If so,

return x̂ else set S = S n ffr

i

g [N

k

(r

i

)g and go ba
k to step 3.

This algorithm has 
onstant overhead over the 
omplexity of re
overing the �le using ECC. Sin
e the

size of W is 
lose to

n

2

the expe
ted number of iterations until we draw a vertex v 2 W and terminate is


lose to 2.

4 The store graph

We 
onsider the problem of �nding a store graph ST su
h that when an arbitrary set D of edges in
ident

with a set of t = b

n�1

2


 mali
ious verti
es is deleted there is still a large 
omponent with small diameter

in the remaining part. We handle this 
ase by pi
king a graph su
h that after the deletion of any set

of t verti
es we are guaranteed to have a set of almost n � t verti
es 
onne
ted with a small diameter,

say k, where we stipulate that k = O(log n= log d). In the following we show that well known expander

graphs [LPS86℄ satisfy our requirements. Namely, after deleting an arbitrary set of t = b

n�1

2


 verti
es, the

remaining set of verti
es 
ontains a subgraph of size

n

2

�O(

n

d

) and of diameter k = O(logn= log d), where

d � 80 is a 
onstant. The main result proved in the remainder of this se
tion is given in Theorem 4.1

below. Upfal proved in [U94℄ a similar result with somewhat weaker numeri
al 
onstants.

Theorem 4.1 In an LPS expander [LPS86℄ with d > 80, if one deletes half of the verti
es then there is a

vertex w su
h that n=2�O(n=d) of the remaining verti
es are at distan
e O(log n= log d) from w.

We shall use the following result of Alon et al. [AFWZ95℄.

Theorem 4.2 Let G = (V;E) be a d regular graph su
h that the absolute values of the eigenvalues of its

adja
en
y matrix but the largest are no greater than �. For a set B � V , jBj = �jV j, let P be the set of

walks of length k (edges) that are all 
ontained in B. Then,

jBjd

k

�

��

�

d

(1� �)

�

k

� jP j � jBjd

k

�

�+

�

d

(1� �)

�

k

:

Proof.[of Theorem 4.1℄ Fix a set B � V , jBj =

1

2

n. For a vertex v 2 B denote by P

v

the set of walks of

length k that start at v and never leave B. If follows from the lower bound in Theorem 4.2 that there is a

vertex w 2 B for whi
h

d

k

 

1�

�

d

2

!

k

� jP

w

j: (1)

Denote by C the set of verti
es o

urring on walks in P

w

. We 
laim that if

k =

log n

log

�

1�

�

d

2

(


+

�

d

(1�
)

)

�

then jCj � 
n. Otherwise, jCj < 
n, and from the upper bound in theorem 4.2 we obtain that

jP

w

j < 
nd

k

�


+

�

d

(1� 
)

�

k

(2)

Combining the lower bound in (1) and the upper bound in (2) we obtain that

k <

logn

log

�

1�

�

d

2

(


+

�

d

(1�
)

)

�

;
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in 
ontradi
tion with our 
hoi
e of k.

In parti
ular, for 
 = 3

�

�

d

�

2

we obtain that there is a vertex w 2 B su
h that there are at least 3

�

�

d

�

2

n

verti
es within distan
e

k =

log n

log

�

1�

�

d

6

(

�

d

)

2

+2

�

d

�6

(

�

d

)

3

�

(3)

from w in B. If we take LPS expander then � = 2

p

d� 1. It is easy to 
he
k that for � = 2

p

d� 1 and

d > 80, one has

1�

�

d

6

(

�

d

)

2

+2

�

d

> 1. Therefore, we obtain that if G is an LPS expander with d > 80 then there

is a vertex w 2 B su
h that 3

�

�

d

�

2

n of the verti
es of B are at distan
e at most O(logn= log d) from w in

B. (Noti
e that the 
onstant hidden by the big-O approa
hes 2 as d goes to in�nity.)

From Lemma 2.4 in Chapter 9 of [AS92℄ it follows that if between two sets B and C su
h that jBj = bn

and jCj = 
n there is no edge then

jCjb

2

d

2

� �

2

b(1� b)n;

so b
 � (

�

d

)

2

(1� b):

From this we get the following 
onsequen
es:

1. There must be an edge between any set of size 3

�

�

d

�

2

n and any set of size

�

1

2

�

�

d

�

n if �=d < 1=4.

2. There is an edge between every two sets of size

�

d

n:

3. There is an edge between any set of size (

1

2

�

�

d

)n and any set of size

e

d

n if e �

�

�

2

d

��

1=2+�=d

1=2��=d

�

:

For LPS expanders with d > 80, we have that �=d < 1=4 and furthermore the 
ondition in (3) holds

for e � 11. Therefore we obtain that the set of verti
es within distan
e k+3 from w where k is de�ned as

in (3) is of size at least (1=2 � 11=d)n. (Noti
e that e is small and goes to 4 as d goes to in�nity.) 2

To summarize we 
an �x our store graph ST to be an LPS expander with d > 80. In this 
ase the � whi
h

we used in previous se
tions is O(1=d) and the number of levels of veri�
ation we need is k = O(log

d

n).

5 A se
ure storage system

The appli
ation 
ontext of our work is a se
ure storage system. The system 
onsists of a set S of n servers

denoted u

1

; :::; u

n

, and a distin
t set of 
lients a

essing them. Corre
t servers remain alive and follow their

spe
i�
ation. Faulty servers however may experien
e arbitrary (Byzantine) faults, i.e., in the extreme, they


an a
t mali
iously in a 
oordinated way and arbitrarily deviate from their pres
ribed proto
ols (ranging

from not responding, to 
hanging their behavior and modifying data stored on them). Throughout the

run of our proto
ols, however, we assume a bound t = b

n�1

2


 on the number of faulty servers. Clients are

assumed to be 
orre
t, and ea
h 
lient may 
ommuni
ate with any server over a reliable, authenti
ated


ommuni
ation 
hannel. That is, a 
lient 
 re
eives a message m from a 
orre
t server u if and only if u

sent m, and likewise u re
eives m

0

from 
 i� 
 sent m

0

. Furthermore, we assume a known upper bound

� on the duration of a round-trip ex
hange between a 
lient and a 
orre
t server, i.e., a 
lient re
eives a

response to message m sent to a 
orre
t server u within at most � delay. In our proto
ols, we need not

make any assumption on, nor employ 
ommuni
ation among the servers.

The storage system provides a pair of proto
ols, store and retrieve, whereby 
lients 
an store a do
ument

x at the servers and retrieve x from them despite arbitrary failures to up to t servers. More pre
isely, the

store and retrieve proto
ols are as follows:
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store: For a 
lient to store x, it sends a message hstore; xi to ea
h server in S, and waits for a
knowledgment

from n� t servers.

retrieve: For a 
lient to retrieve the 
ontents of x, it 
onta
ts ea
h server in S with a request hretrievei. It

waits for a period of � to 
olle
t a set of responses A = fa

u

g

u2S

, where ea
h a

u

is either a response

of the form hpie
e; x

u

i, if u responded in time, or ? if the timeout expired before u's response was

re
eived. The 
lient returns re
onstru
t(A) as the retrieved 
ontent.

Ea
h server u

i

that re
eives a message hstore; xi stores lo
ally the value share(x; i). When a server u

re
eives a hretrievei request it promptly responds with the 
urrently stored pie
e.

A few points are worthy of noting in this des
ription. First, due to our failure model, a 
lient may

re
eive more than n� t responses to a query, albeit some undete
tably 
orrupted. By assumption, though,

the retrieved set A will 
ontain n� t original pie
es, and hen
e, our share and re
onstru
t algorithms above

guarantee that re
onstru
t(A) yields the original stored 
ontent of x. Se
ond, the store proto
ol assumes

that the 
omputation of ea
h pie
e is done by ea
h individual server. This is done for simpli
ity of the

exposition. Another possibility would be for a 
lient or some gateway between the 
lients and servers to

�rst 
ompute the pie
es share(x; 1); :::; share(x; n) and then send ea
h pie
e to its 
orresponding server.

The latter form saves 
omputation time by performing it only on
e at the 
lient (or the gateway), and


omes at the expense of in
reasing the load on the 
lient during a store operation. Both forms 
an be

supported (in a similar manner to [GGJ97℄), and are orthogonal to the dis
ussion here. Third, during

a retrieve operation the 
lient may optimize a

ess to the servers, e.g., by 
onta
ting an initial set of

n� t servers, whi
h will suÆ
e in the normal faultless state of the system, and dynami
ally in
reasing it

only as needed. Su
h methods are extensively dis
ussed in the relevant literature on distributed systems

and repli
ated databases, and are not the main fo
us of the work at hand. Finally, for simpli
ity, we

have assumed that store and retrieve operations do not overlap, though in pra
ti
e, 
on
urren
y 
ontrol

me
hanisms must be applied to enfor
e this.

6 Dis
ussion

Our resear
h leaves open a number of issues. First, our 
onstants, in parti
ular, the degree d, are rather

large, and hen
e the results are bene�
ial for very large systems only. We are looking for graph 
onstru
-

tions fa
ilitating our methods for smaller system sizes. One su
h family of 
andidates is �nite proje
tive

geometries [Bat97, A86℄.

Se
ond, our adversarial assumption is rather strong, namely, fully adaptive mali
ious adversary, and it

might be possible to improve eÆ
ien
y if we adopt a weaker adversarial model. In parti
ular, one might

a

ept in pra
ti
e a non-adaptive adversarial model, that is, one that gives the adversary t randomly


hosen servers to 
orrupt. Early on in this work, we envisioned making use of a random graph{G(n; p){in

whi
h ea
h edge (i; j) exists with probability p. It is known that for su
h random graphs, 
onne
tivity

o

urs at p = (log n + !(n))=n (with diameter d = O(log n= log log n)) and that the diameter be
omes 2

at p = �(

p

(log n)=n) (See e.g. [Bollobas85℄). Due to the independent sele
tion of edges, any subgraph G

0

of G(n; p), indu
ed by removal of t randomly sele
ted verti
es, is itself a random graph. Hen
e, it is also


onne
ted with a small diameter. This provides a viable solution for smaller system sizes than our 
urrent

results, albeit for the weaker adversarial model and while in
urring an in
reased probability of error (that

is, the probability that the resulting subgraph after removal of faulty verti
es is not 
onne
ted with small

diameter). Other 
andidates to a
hieve better results in the weaker adversarial model are random regular

graphs.
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