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Abstra
t

Let C be a 
ode of length n over an alphabet of q letters. For a pair of integers

2 � t < u, C is (t; u)-hashing if for any two subsets T; U � C, satisfying T � U , jT j = t,

jU j = u, there is a 
oordinate 1 � i � n su
h that for any x 2 T , y 2 U �x, x and y di�er

in the i-th 
oordinate. This de�nition, generalizing the standard notion of a t-hashing

family, is motivated by an appli
ation in designing the so-
alled parent identifying 
odes,

used in digital �ngerprinting. In this paper we provide lower and upper bounds on the

best possible rate of (t; u)-hashing families for �xed t; u and growing n. We also des
ribe

an expli
it 
onstru
tion of (t; u)-hashing families. The obtained lower bound on the rate

of (t; u)-hashing families is applied to get a new lower bound on the rate of t-parent

identifying 
odes.

1 Introdu
tion

Let Q be an alphabet of size q, and let us 
all any subset C of Q

n

an (n;M)-
ode when

jCj =M . Elements x = (x

1

; : : : ; x

n

) of C will be 
alled 
odewords. As usual, let R = R(C) =

log

q

M=n denote the rate of C. Sometimes we will also refer to C as a family of ve
tors.

For a parameter t � 2 a 
ode C is 
alled t-hashing if for any t distin
t 
odewords

x

1

; : : : ; x

t

2 C there is a 
oordinate 1 � i � n su
h that all values x

j

i

, 1 � j � t are

distin
t. The 
on
ept of a hashing family is 
ertainly between the most 
entral in Computer

S
ien
e and Coding Theory, and its numerous appli
ations have been des
ribed in the liter-

ature, see, e.g., [10℄ and its referen
es. An obvious ne
essary 
ondition for the existen
e of a

t-hashing family of positive rate is q � t, and indeed large hashing 
odes are known to exist

for this range of parameters (see [9℄, [13℄, [14℄, [16℄ for bounds on the rate of t-hashing families

of growing length).

In this note we 
onsider a di�erent notion of hashing, introdu
ed by Barg et al. in [4℄.

De�nition 1 Let 2 � t < u be integers. A subset C � Q

n

is (t; u)-hashing if for any two

subsets T;U of C su
h that T � U , jT j = t, jU j = u, there is some 
oordinate i 2 f1; : : : ; ng

su
h that for any x 2 T and any y 2 U; y 6= x; we have x

i

6= y

i

:
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The 
on
ept of (t; u)-hashing is easily seen to generalize the standard notion of hashing.

Indeed, when u = t + 1, a (t; u)-hashing family is (t + 1)-hashing. Also, any (t; u)-hashing

family is t-hashing, and any u-hashing family is (t; u)-hashing, so the notion of a (t; u)-hashing

family 
an be thought of as standing in between t-hashing and u-hashing.

It is easy to see that a (t; u)-hashing family of positive rate 
an exist only for the alphabet

size at least t+ 1. We will thus mostly fo
us on the most stringent 
ase jQj = t+ 1.

As it turns out the somewhat arti�
ially looking 
lass of (t; u)-hashing 
odes is exa
tly

what is required to show the existen
e of high rate 
odes in a relatively well studied 
lass of


odes, 
alled parent-identifying 
odes. This 
onne
tion together with known bounds on the

rate of parent-identifying 
odes is des
ribed in the the next se
tion.

2 Parent identifying 
odes

Let C be an (n;M)-
ode. Suppose X � C. For any 
oordinate i de�ne the proje
tion

P

i

(X) =

[

x2X

fx

i

g:

De�ne the envelope e(X) of X by:

e(X) = fx 2 Q

n

: 8i; x

i

2 P

i

(X)g:

Elements of the envelope e(X) will be 
alled des
endants of X. Observe that X � e(X) for

all X, and e(X) = X if jXj = 1.

Given a word s 2 Q

n

(a son) whi
h is a des
endant of X, we would like to identify without

ambiguity at least one member of X (a parent). From [4℄, [17℄ we have the following de�nition,

a generalization of the 
ase t = 2 from [11℄.

De�nition 2 For any s 2 Q

n

let H

t

(s) be the set of subsets X � C of size at most t su
h

that s 2 e(X). We shall say that C has the identi�able parent property of order t (or is a

t-identifying 
ode, or has the t-IPP, for short) if for any s 2 Q

n

, either H

t

(s) = ; or

\

X2H

t

(s)

X 6= ;:

The study of parent identifying 
odes is motivated by its 
onne
tion to digital �ngerprint-

ing and s
hemes against software pira
y, see, e.g., [8℄, [7℄, [17℄. Currently there are already

several papers dis
ussing bounds on the size/rate of parent identifying 
odes. The 
ase of a

�xed length and large alphabet size has been 
onsidered in [11℄, [2℄, [3℄, [5℄, while the 
ase of a

�xed size alphabet and growing length has been treated in [8℄, [4℄. Here we will be 
on
erned

with the latter 
ase.

It is not diÆ
ult to prove that if the minimum Hamming distan
e of C is large enough,

then C must be t-identifying: we have [8℄:

Proposition 1 If C has minimum Hamming distan
e d satisfying

d > (1� 1=t

2

)n;

then C is a t-identifying 
ode.

2



In fa
t, the 
ondition d=n > 1� 1=t

2

guarantees a stronger property: t-tra
eability ([8℄),

namely, that all 
losest 
odewords to the produ
ed des
endant are part of the 
oalition pro-

du
ing it. It thus insures the t-IPP, with the extra feature of a sear
h algorithm linear in

jCj.

Let R

q

(t) = lim inf

n!1

maxR(C

n

); where the maximum is 
omputed over all t-identifying


odes C

n

of length n.

In [4℄, the following is proved:

Theorem 1 R

q

(t) > 0 if and only if t � q � 1.

Barg et al. dis
overed in [4℄ a 
onne
tion between (t; u)-hashing and t-IPP. Spe
i�
ally,

they proved the following:

Lemma 1 Let u = b(t=2 + 1)

2

)
. If C is (t; u)-hashing then C is a t-identifying 
ode.

They also obtained a lower bound on the rate of (t; u)-hashing families:

Lemma 2 Let u � t + 1 and " > 0. In�nite sequen
es of (t; u)-hashing 
odes exist for all

rates R su
h that

R+ " �

1

u� 1

log

q

(q � t)!q

u

(q � t)!q

u

� q!(q � t)

u�t

:

By 
ombining Lemmas 1 and 2 one gets the following lower bound on the rate of t-

identifying 
odes:

Theorem 2 Let u = b(t=2 + 1)

2

)
. We have

R

q

(t) �

1

u� 1

log

q

(q � t)!q

u

(q � t)!q

u

� q!(q � t)

u�t

:

Our main result here is an improvement of the bounds in Lemma 2 and in Theorem 2. We

also obtain an expli
it 
onstru
tion of high rate (t; u)-hashing families, based on some known

expli
it 
onstru
tions of 
odes.

3 New bounds for (t; u)-hashing

In this se
tion we present new bounds on the rate of (t; u)-hashing families. For simpli
ity

we 
onsider here only the 
ase of the smallest possible alphabet q = t + 1. We denote

Q = f0; : : : ; tg.

Two families A � B � Q

n

are 
alled separated if there exists a 
oordinate i, 1 � i � n, so

that for every a 2 A and every b 2 B � a one has a

i

6= b

i

. Then su
h a 
oordinate i is 
alled

separating.

Theorem 3 Let u � t + 1, q = t + 1 and " > 0. In�nite sequen
es of (t; u)-hashing 
odes

exist for all rates R su
h that

R+ " �

t!(u� t)

u�t

u

u

(u� 1) ln(t+ 1)

:
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Proof. We will apply the probabilisti
 method with expurgation to (t; u)-hashing 
odes.

Choose 2m ve
tors in Q

n

independently with repetitions, where ea
h ve
tor 
 is generated

a

ording to the following distribution: for ea
h 
oordinate 1 � i � n, Pr[


i

= 0℄ = (u� t)=u,

and Pr[


i

= j℄ = 1=u for j = 1; : : : ; t. The value of m will be 
hosen later. Denote the

obtained random family by C

0

. Now estimate the expe
ted number of non-separated pairs

T � U � C

0

, where jT j = t, jU j = u. The probability that a 
oordinate i separates

T = fa

1

; : : : ; a

t

g and U = T [ fb

1

; : : : ; b

u�t

g is at least as large as the probability that all a

k

i

are di�erent and are di�erent from 0, and b

l

i

= 0, l = 1; : : : ; u � t. The latter probability is

exa
tly t!

�

1

u

�

t

�

u�t

u

�

u�t

=

t!(u�t)

u�t

u

u

. As all 
oordinates behave independently we get

Pr[T;U are not separated℄ �

�

1�

t!(u� t)

u�t

u

u

�

n

:

Hen
e the expe
ted number of non-separated pairs A;B in C

0

is at most

�

2m

u

��

u

t

�

times the

above expression. We obtain that if

�

2m

u

��

u

t

��

1�

t!(u� t)

u�t

u

u

�

n

� m; (1)

then there exists a 
ode C

0

� Q

n

of 
ardinality jC

0

j = 2m with at most m non-separated

pairs T � U � C

0

, jT j = t, jU j = u. Fix su
h a 
ode and for ea
h non-separated pair

(T;U) delete one ve
tor from T . Denote the resulting 
ode by C. Then C is (t; u)-hashing

and jCj � m. We infer that for every m satisfying (1), there exists a (t; u)-separating 
ode

C � Q

n

of 
ardinality m. It now remains to solve (1) for m. Observe that

�

2m

u

��

u

t

��

1�

t!(u� t)

u�t

u

u

�

n

< (2m)

u

u

t

e

�

t!(u�t)

u�t

u

u

n

;

and thus is order to satisfy (1) it is enough to require:

2

u

u

t

m

u

e

�

t!(u�t)

u�t

u

u

n

� m;

or

m �

�

1

2

u

u

t

�

1

u�1

e

t!(u�t)

u�t

u

u

(u�1)

n

:

It follows that there exists a (t; u)-hashing family of rate

R =

1

n

log

t+1

m =

1

n

lnm

ln(t+ 1)

=

t!(u� t)

u�t

u

u

(u� 1) ln(t+ 1)

� o(1) ;

as 
laimed. �

Re
alling now Lemma 1 and performing simple asymptoti
 manipulations we get the

following asymptoti
 lower bound on the rate of t-identifying 
odes:

Corollary 1 There exists an absolute 
onstant 
 > 0 su
h that:

R

t+1

(t) �


t!2

2t

t

2

(et

2

)

t

= t

�t(1+o(1))

:

4



Theorem 4 Let C � f0; : : : ; tg

n

be a (t; u)-hashing 
ode. Then

1

n

log

t+1

jCj �

(ln 3)(t+ 1)!(u � t� 1)

u�t�1

2 ln(t+ 1)(u� 2)

u�2

+ o(1) :

Proof. The argument here borrows some ideas from the proof of Nilli [16℄ for the upper

bound for hashing. We �rst prove the following 
laim.

Claim 1 If C 
ontains subsets T

0

� U

0

of 
ardinalities jT

0

j = t�1, jU

0

j = u�2, respe
tively,

su
h that (T

0

; U

0

) has at most � separating 
oordinates, then jCj � u+ 2 � 3

�

.

Claim proof. Fix su
h T

0

, U

0

and assume to the 
ontrary that jCj � u + 2 > 3

�

. Let

I � [n℄ be the set of 
oordinates separating T

0

and U

0

. Then jIj � �. For ea
h i 2 I set

Q

i

= fa

i

: a 2 T

0

g. Obviously, jQ

i

j = t�1 and thus jQnQ

i

j = 2. By the pigeonhole prin
iple

it follows that the set C n U

0


ontains two distin
t ve
tors 


1

; 


2

so that for every i 2 I,




1

i

= 


2

i

2 Q n Q

i

or 


1

i

; 


2

i

2 Q

i

. De�ne T = T

0

[ f


1

g, U = U

0

[ f


1

; 


2

g. We 
laim that the

pair (T;U) violates the 
ondition of (t; u)-hashing. Indeed, if a 
oordinate i separates T and

U then it already separates T

0

and U

0

and thus i 2 I. But then, if 


1

i

= 


2

i

, then, as 


1

2 T

and 


2

2 U n T , i does not separate T and U . In the se
ond 
ase 


1

i

2 Q

i

, and hen
e 


1

2 T

and 


1

i


oin
ides with a

i

for some a 2 T

0

. The obtained 
ontradi
tion establishes the result.

�

Returning to the proof of the theorem, we now show that there exists a pair (T

0

; U

0

) as in

the above 
laim with few separating 
oordinates. To this end, we 
hoose T

0

and U

0

at random

(with repetitions) and estimate from above the expe
ted number of 
oordinates separating

T

0

and U

0

. Fix a 
oordinate i and for all 0 � j � t denote p

j

=

jf
2C:


i

=jgj

jCj

, i.e., p

j

is the

frequen
y of symbol j in 
oordinate i. Then

Pr[i separates T

0

and U

0

℄ =

X

I�Q;jIj=t�1

(t� 1)!

Y

j2I

p

j

(1�

X

j2I

p

j

)

u�t�1

:

By the arithmeti
-geometri
 means inequality, for a �xed I � Q, jIj = t� 1,

0

�

Y

j2I

(u� t� 1)p

j

) � (1�

X

j2I

p

j

)

u�t�1

1

A

1

u�2

�

(u� t� 1)

P

j2I

p

j

+ (u� t� 1)(1 �

P

j2I

p

j

)

u� 2

;

implying that

Q

j2I

p

j

(1 �

P

j2I

p

j

)

u�t�1

�

(u�t�1)

u�t�1

(u�2)

u�2

. Hen
e the probability that i is

separating is at most

�

t+ 1

t� 1

�

(t� 1)!

(u � t� 1)

u�t�1

(u� 2)

u�2

=

(t+ 1)!

2

(u� t� 1)

u�t�1

(u� 2)

u�2

:

By linearity of expe
tation there exists a pair (T

0

; U

0

) with T

0

� U

0

� C, jT

0

j = t � 1,

jU

0

j = u� 2, and with at most � =

(t+1)!

2

(u�t�1)

u�t�1

(u�2)

u�2

n separating 
oordinates. Plugging this

estimate into Claim 1 gives the required upper bound on C. �

It is instru
tive to 
ompare the upper and the lower bounds for (t; u)-hashing families

given by Theorems 4 and 3, respe
tively. One 
an easily see that for large t, both bounds on

5



the rate are exponentially small in t, while their ratio is (up to negligible terms)

ln 3(t+ 1)!(u � t� 1)

u�t�1

2 ln(t+ 1)(u� 2)

u�2

�

�

t!(u� t)

u�t

u

u

(u� 1) ln(t+ 1)

�

�1

=

ln3

2

� (t+ 1) �

(u� t� 1)

u�t�1

(u� t)

u�t

�

u

u

(u� 1)

(u� 2)

u�2

� O(1)

t

u � t

� u

3

�

u� 1

u� 2

�

u�2

= O(1)

tu

3

u� t

;

and thus is only polynomial in 
ase u is polynomial in t (as happens for example when applying

(t; u)-hashing families for 
onstru
ting 
odes with the identifying parent property, see Lemma

1). Thus, the obtained bounds for (t; u)-hashing nearly mat
h ea
h other.

Comparing the lower bounds of Lemma 2 and Theorem 3, one 
an easily show that in


ase u is quadrati
 in t the bound of Theorem 3 is exponentially better than that of Lemma

2. For t-identifying 
odes over an alphabet of t+1 elements we get here that the best possible

rate is t

�t(1+o(1))

, whereas the lower bound that follows from Lemma 2 is only t

��(t

2

)

.

4 Expli
it 
onstru
tions

Con
atenation, see e.g. [15℄, is a powerful method to 
onstru
t in�nite families of 
odes with

a required property by 
ombining a \seed" 
ode with the property over a small alphabet,

together with an appropriate 
ode over a larger alphabet (whose size is the size of the seed).

Let C

1

be an (N;M) 
ode over U , where jUj = 4ut; let C

2

(the seed) be an (n; 4ut) 
ode

over Q = f0; : : : ; tg. We �x a bije
tion � : U ! C

2

.

Denoting by C

1

? C

2

the 
on
atenation of C

1

and C

2

, obtained by repla
ing in 
odewords

of C

1

every o

urren
e of a symbol a 2 U by its image �(a) in C

2

, we have the following

result:

Proposition 2 If C

1

is (t; u)-hashing of rate R

1

and C

2

is (t; u)-hashing of rate R

2

, then

C

1

? C

2

is a (t; u)-hashing (Nn;M) 
ode of rate R

1

R

2

over Q.

Proof. The fa
t that the rate of the 
on
atenation is the produ
t of the rates of 
on
atenated


odes is standard and easy to verify. It thus remains to 
he
k that the 
on
atenation C

1

? C

2

is indeed (t; u)-hashing. Let U � C

1

? C

2

, jU j = u, T � U , jT j = t. Let a

1

; : : : ; a

t

be

the 
odewords of C

1


orresponding to those of T , and let b

1

; : : : ; b

u�t

be the 
odewords of C

1


orresponding to U nT . As C

1

is (t; u)-hashing there exists a 
oordinate 1 � i � N in whi
h all

symbols a

1

i

; : : : ; a

t

i

2 U are distin
t and disjoint from the set fb

1

i

; : : : ; b

u�t

i

g � U of 
ardinality

at most u � t. As C

2

is (t; u)-hashing as well, there is a 
oordinate 1 � j � n, where all

symbols (�(a

1

i

))

j

; : : : ; (�(a

t

i

))

j

are distin
t and disjoint from the set f(�(b

1

i

))

j

; : : : ; (�(b

u�t

i

))

j

g.

Hen
e in 
oordinate n(i � 1) + j all 
odewords of T are pairwise distin
t and disjoint from

those of U n T . �

It is easy to 
he
k that if the minimum distan
e of a 
ode of length N is at least (1�

1

ut

)N ,

then this 
ode is a (t; u)-hashing. Indeed, for any sets T � U of 
odewords, jT j = t; jU j = u,

there are at most

��

jT j

2

�

+ jT j(jU j � jT j)

�

1

ut

N < N

6




oordinates in whi
h some member of T 
oin
ides with another member of U . Thus, there

is a separating 
oordinate, as needed. In [1℄ the authors des
ribe an expli
it 
onstru
tion of


odes of length N over an alphabet of size g with minimum distan
e (1 � Æ)N and rate at

least

Max

Æ���1�1=g


(1�H

g

(�))(1 �

Æ

�

)

where 
 is an absolute positive 
onstant, andH

g

(x) = �x log

g

x�(1�x) log

g

(1�x)+x log

g

(g�

1): Taking g = 4ut, Æ = 1�

4

g

= 1�

1

ut

we obtain the following, by substituting � = 1�

2

g

in

the above estimate:

Proposition 3 There exists an expli
it (t; u)-hashing family over an alphabet of size 4ut of

rate �(

1

u

2

t

2

log(4ut)

).

For the seed C

2

now, we use the following general trivial 
onstru
tion:

Proposition 4 For every t, there exists a (t; u)-hashing (

�

4ut

t

�

; 4ut) 
ode over Q.

Proof. Write as 
olumns all binary ve
tors of weight t and length 4ut; then, in every 
olumn,

repla
e the t ones by all the non-zero elements of Q. The 4ut rows thus obtained are the

required 
odewords. �

Putting the above three propositions together we get the following result.

Theorem 5 There exists an absolute 
onstant 
 > 0 su
h that for all 2 � t < u there is an

expli
it 
onstru
tion of a (t; u)-hashing 
ode over an alphabet of size t+ 1 of rate R � u

�
t

.

Corollary 2 There is a 
onstru
tive in�nite sequen
e of t-identifying 
odes over an alphabet

of size t+ 1 of rate t

�O(t)

.

Proof. Choose u = b(t=2 + 1)

2


 and apply Lemma 1 and Theorem 5. �

5 Con
luding remarks

The 
onstru
tion in Proposition 3 
an be performed using other known expli
it 
odes, and in

parti
ular using the 
elebrated algebrai
 geometry 
odes des
ribed in [18℄, [12℄ (whi
h supply

a similar estimate).

We have mostly 
onsidered here the minimal possible alphabet size (q = t + 1). On the

other hand, for large q, the asymptoti
 rates are known: the non-
onstru
tive approa
h yields

the lower bound R � (1 + o(1))=(u � 1) for the rates of both (t; u) and u-hashing families.

This 
oin
ides with the upper bound for 
odes with the t-IPP proved in [5℄ and in [3℄.
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