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Abstra
t

Let C be a 
ode of length n over an alphabet of q letters. An n-word y is 
alled a

des
endant of a set of t 
odewords x

1

; : : : ; x

t

if y

i

2 fx

1

i

; : : : ; x

t

i

g for all i = 1; : : : ; n: A 
ode

is said to have the t-identifying parent property if for any n-word that is a des
endant of

at most t parents it is possible to identify at least one of them. We study a generalization

of hashing, (t; u)-hashing, whi
h ensures identi�
ation, and provide tight estimates of the

rates.
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odes, identifying parent property, generalized hashing.

1 Ba
kground

Consider the distribution of digital 
ontent to subs
ribers over a broad
ast 
hannel. Ea
h

authorized user is given a de
oder (
ould be a smart
ard) with a se
ret de
ryption key. The

distributor broad
asts an en
rypted version of the 
ontent, whi
h is de
rypted by the autho-

rized users. The s
ope of appli
ations en
ompasses pay-per-view television, e-
ommer
e, any

broad
asting system to subs
ribers (see [2℄), as well as some watermarking or �ngerprinting

questions.

We sear
h for 
odes su
h that pooling t legal de
iphering keys (t 
odewords) does not

allow for 
reating an illegal hybrid de
iphering key whose origin (the t 
odewords) would not

be partially identi�able by the distributor.

Let us illustrate the problem on the binary alphabet Q = f0; 1g.

Suppose a Distributor wishes to 
reate and distribute a large number of 
opies of a large �le

� of lengthN . In order to tra
e illegal 
opies he willmark ea
h 
opy of �. The marking pro
ess


onsists of 
hanging the bits of � belonging to some subset of a privileged setM � f1; : : : Ng of


oordinates 
alled marks. The subset of marks asso
iated to a 
opy of � is 
alled a �ngerprint

and 
an be seen as a binary ve
tor of length m = jM j. The set of marks M is supposed to be

unknown to anyone but the distributor. Furthermore, the set of marks is usually supposed to

be a small subset of f1; : : : Ng, so that modifying a �ngerprint by randomly 
hanging bits of a


opy of � implies 
hanging many bits of the original �le and damaging the data signi�
antly.
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The problem of 
ollusion o

urs when a 
oalition of t pirate users 
ompare their de
oders:

whenever they di�er on some 
oordinate they will know it is a mark. They 
an then produ
e

an illegal de
oder 
hanging at will bits on the subset of marks they have found out.

2 Introdu
tion

Let Q be an alphabet of size q, and let us 
all any subset C of Q

n

an (n;M)-
ode when

jCj =M . Elements x = (x

1

; : : : ; x

n

) of C will be 
alled 
odewords.

Let C be an (n;M)-
ode. Suppose X � C. For any 
oordinate i de�ne the proje
tion

P

i

(X) =

[

x2X

x

i

:

De�ne the envelope e(X) of X by:

e(X) = fx 2 Q

n

: 8i; x

i

2 P

i

(X)g:

Elements of the envelope e(X) will be 
alled des
endants of X. Observe that X � e(X) for

all X, and e(X) = X if jXj = 1.

Given a word s 2 Q

n

(a son) whi
h is a des
endant of X we would like to identify without

ambiguity at least one member of X (a parent). From [1℄, we have the following de�nition, a

generalization of the 
ase t = 2 from [5℄.

De�nition 1 For any s 2 Q

n

let H

t

(s) be the set of subsets X � C of size at most t su
h

that s 2 e(X). We shall say that C has the identi�able parent property of order t (or is a

t-identifying 
ode, or is t i.p.p. for short) if for any s 2 Q

n

, either H

t

(s) = ; or

\

X2H

t

(s)

X 6= ;:

It is 
onvenient to viewH

t

(s) as the set of edges of a hypergraph. Its verti
es are 
odewords

of C.

The 
on
ept of t-identi�
ation originates with the work of Chor, Fiat and Naor on broad-


ast en
ryption [4℄. It is also related to the problem of �ngerprinting numeri
al data [3℄.

It is not diÆ
ult to prove that if the minimum Hamming distan
e of C is big enough, then

C must be t-identifying: we have [4℄:

Proposition 1 If C has minimum Hamming distan
e d satisfying

d > (1� 1=t

2

)n;

then C is a t-identifying 
ode.

As usual, let R = R(C) = log

q

M=n denote the rate of the (n;M)-
ode C. Let R

q

(t) =

lim inf

n!1

maxR(C

n

); where the maximum is 
omputed over all t-identifying 
odes C

n

of length

n.

In [1℄, the following is proved:

Theorem 1 R

q

(t) > 0 if and only if t � q � 1.

Re
all that a subset C of Q

n

is said to be t-hashing (or t-separating, see, e.g. [6℄) if any t

of its members have t distin
t entries in some 
ommon 
oordinate i 2 f1; : : : ; ng.

In the next se
tion, we re
all an extension of hashing and a few results from [1℄.
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3 Partially hashing families

De�nition 2 Let us say that a subset C � Q

n

is (t; u) partially hashing if for any two subsets

T;U of C su
h that T � U � C, jT j = t, jU j = u, there is some 
oordinate i 2 f1; : : : ; ng

su
h that for any x 2 T and any y 2 U; y 6= x; we have x

i

6= y

i

:

The 
on
ept of (t; u)-hashing is easily seen to generalize the well known notion of hashing.

Indeed, when u = t+ 1, a (y; u)-partially hashing family is (t+ 1)-hashing.

Barg et al. proved in [1℄ that the property of (t; u) partial hashing 
an be used to ensure

the t-IPP property, and obtained a lower bound of the rate of (t; u)-hashing families. Their

results are summarized below.

Lemma 1 Let u � t + 1 and " > 0: in�nite sequen
es of (t; u) partially hashing 
odes exist

for all rates R su
h that

R+ " �

1

u� 1

log

q

(q � t)!q

u

(q � t)!q

u

� q!(q � t)

u�t

:

Lemma 2 Let u = b(t=2 + 1)

2

)
. If C is (t; u) partially hashing then C is a t-identifying


ode.

Theorem 2 Let u = b(t=2 + 1)

2

)
. We have

R

q

(t) �

1

u� 1

log

q

(q � t)!q

u

(q � t)!q

u

� q!(q � t)

u�t

:

4 New bounds for (t; u)-hashing

In this se
tion we present new bounds on the rate of (t; u) partially hashing families and

indi
ate how they 
an be proved. For simpli
ity we 
onsider here only the 
ase of the smallest

possible alphabet q = t+ 1. We denote Q = f0; : : : ; tg.

Two families A � B � Q

n

are 
alled separated if there exists a 
oordinate i, 1 � i � n, so

that for every a 2 A and every b 2 B � a one has a

i

6= b

i

. Then su
h a 
oordinate i is 
alled

separating.

Theorem 3 Let u � t+ 1, q = t+ 1 and " > 0. In�nite sequen
es of (t; u) partially hashing


odes exist for all rates R su
h that

R+ " �

t!(u� t)

u�t

u

u

(u� 1) ln(t+ 1)

:

Proof. (Outline) We will apply the probabilisti
 method with expurgation to (t; u)-hashing


odes. Choose 2m ve
tors in Q

n

independently with repetitions, where ea
h ve
tor 
 is

generated a

ording to the following distribution: for ea
h 
oordinate 1 � i � n, Pr[


i

= 0℄ =

(u� t)=t, and Pr[


i

= j℄ = 1=u for j = 1; : : : ; t. The value of m will be 
hosen later. Denote

the obtained random family by C

0

. Now estimate the expe
ted number of non-separated

pairs T � U � C

0

, where jT j = t, jU j = u. The probability that a 
oordinate i separates

T = fa

1

; : : : ; a

t

g and U = T [ fb

1

; : : : ; b

u�t

g is at least as large as the probability that all a

k

i

3



are di�erent and are di�erent from 0, and b

l

i

= 0, l = 1; : : : ; u � t. The latter probability is

exa
tly t!

�

1

u

�

t

�

u�t

u

�

u�t

=

t!(u�t)

u�t

u

u

. As all 
oordinates behave independently we get

Pr[T;U are not separated℄ �

�

1�

t!(u� t)

u�t

u

u

�

n

:

Hen
e the expe
ted number of non-separated pairs A;B in C

0

is at most

�

2m

u

��

u

t

�

times the

above expression. We obtain that if

�

2m

u

��

u

t

��

1�

t!(u� t)

u�t

u

u

�

n

� m; (1)

then there exists a 
ode C

0

� Q

n

of 
ardinality jC

0

j = 2m with at most m non-separated

pairs T � U � C

0

, jT j = t, jU j = u. Fix su
h a 
ode and for ea
h non-separated pair (T;U)

delete one ve
tor from T . Denote the resulting 
ode by C. Then C is (t; u) partially hashing

and jCj � m. We infer that for every m satisfying (1), there exists a (t; u)-separating 
ode

C � Q

n

of 
ardinality m. Solving (1) for m gives the desired bound. �

Corollary 1 Let u = b(t=2 + 1)

2


. Then

R

t+1

(t) �

t!(u� t)

u�t

u

u

(u� 1) ln(t+ 1)

:

Theorem 4 Let C � f0; : : : ; tg

n

be a (t; u) partially hashing 
ode. Then

1

n

log

t+1

jCj �

ln 3(t+ 1)!(u � t� 1)

u�t�1

2(u� 2)

u�2

+ o(1) :

Proof. (Outline) The argument here borrows some ideas from the proof of Nilli [7℄ for the

upper bound for hashing. We �rst prove the following 
laim.

Claim 1 If C 
ontains subsets T

0

� U

0

of 
ardinalities jT

0

j = t�1, jU

0

j = u�2, respe
tively,

su
h that (T

0

; U

0

) has at most � separating 
oordinates, then jCj � u+ 2 � 3

�

.

Claim proof. Fix su
h T

0

, U

0

and assume to the 
ontrary that jCj � u + 2 > 3

�

. Let

I � [n℄ be the set of 
oordinates separating T

0

and U

0

. Then jIj � �. For ea
h i 2 I set

Q

i

= fa

i

: a 2 T

0

g. Obviously, jQ

i

j = t� 1. By the pigeon hole prin
iple it follows that the

set C n U

0


ontains two ve
tors 


1

; 


2

so that for every i 2 I, 


1

i

= 


2

i

or 


1

i

; 


2

i

2 Q

i

. De�ne

T = T

0

+ 


1

, U = U

0

+ f


1

; 


2

g. We 
laim that the pair (T;U) violates the 
ondition of

(t; u)-hashing. Indeed, if a 
oordinate i separates T and U then it already separates T

0

and

U

0

and thus i 2 I. But then, if 


1

i

= 


2

i

, then 


1

2 T , C

2

2 U n T and therefore i does not

separate T and U . In the se
ond 
ase 


1

i

2 Q

i

, and hen
e 


1

2 T and 


1

i


oin
ides with a

i

for

some a 2 T

0

. The obtained 
ontradi
tion establishes the result. �

Returning to the theorem proof we now show that there exists a pair (T

0

; U

0

) as in the

above 
laim with few separating 
oordinates. To this end, we 
hoose T

0

and U

0

at random

and estimate from above the expe
ted number of 
oordinates separating T

0

and U

0

. Fix a


oordinate i and for all 0 � j � t denote p

j

=

jf
2C:


i

=jgj

jCj

, i.e., p

j

is the frequen
y of symbol

j in 
oordinate i. Then

Pr[i separates T

0

and U

0

℄ =

X

I�Q;jIj=t�1

(t� 1)!

Y

j2I

p

j

(1�

X

j2I

p

j

)

u�t�1

:
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One 
an show that for a �xed I � Q, jIj = t� 1,

Q

j2I

p

j

(1�

P

j2I

p

j

)

u�t�1

�

(u�t�1)

u�t�1

(u�2)

u�2

.

Hen
e the probability that i is separating is at most

�

t+ 1

t� 1

�

(t� 1)!

(u � t� 1)

u�t�1

(u� 2)

u�2

=

(t+ 1)!

2

(u� t� 1)

u�t�1

(u� 2)

u�2

:

By linearity of expe
tation there exists a pair (T

0

; U

0

) with T

0

� U

0

� C, jT

0

j = t � 1,

jU

0

j = u� 2, and with at most � =

(t+1)!

2

(u�t�1)

u�t�1

(u�2)

u�2

n separating 
oordinates. Plugging this

estimate into Claim 1 gives the required upper bound on C. �

It is instru
tive to 
ompare the lower and the upper bounds for (t; u)-hashing families

given by Theorems 3 and 4. One 
an easily see that for large t, both bounds on the rate are

exponentially small in t, while their ratio is O(1)tu

3

=(u � t) and thus is only polynomial in


ase u is polynomial in t (as happens for example when applying (t; u) partial hashing families

for 
onstru
ting 
odes with the identifying parent property, see Lemma 2). Thus to a 
ertain

extent we 
an 
laim that the obtained bounds for (t; u)-hashing mat
h ea
h other.

Comparing the lower bounds of Lemma 1 and Theorem 3, one 
an easily show that in


ase u is quadrati
 in t the bound of Theorem 3 is exponentially better than that of Lemma

1.
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