Off-The-Shelf Vs. Custom Made Co verage Models, Which Is The One f or You?

Shmuel Ur and Avi Ziv IBM Haifa Research Lab MATAM Haifa 31905, Israel email: {sur, aziv@vnet.ibm.com}

Abstract

We compare the benefits and costs of using off-the-shelf coverage tools vs. application specific coverage tools. We start with an overview of coverage, its benefits and its risks. We elaborate on relatively unfamiliar functional coverage as a way to create custom made coverage models. We explain what functional coverage models are, how to create them and their great benefits with an example from our experience. We provide guidelines on how to decide if coverage should be used at all and whether code based or functional coverage (or both) should be used.

1 Intr oduction

Testing is one of the biggest problems of the software industry. The cost of testing is usually between 40- 80% of the development process (70% for Microsoft) as compared with less than 20% for the coding itself [4]. The practice of letting the users find the bugs and fixing them in the next release is becoming dangerous and costly for three main reasons: reputation and brand-name are harmed, replacing the software can be very costly when there is a large install base, and litigation can be expected if the software error caused harm to the user. Therefore, one has to be certain that testing resources are used efficiently and that the testing is thorough.

The main technique for demonstrating that the testing has been thorough is called test coverage analysis [10]. Simply stated, the idea is to create, in some systematic fashion, a large and comprehensive list of tasks and check that each task is covered in the testing phase. Coverage can help in monitoring the quality of testing, assist in creating tests for areas that have not been tested before, and help with forming small yet comprehensive regression suites [5].

Coverage, in general, can be divided into two types: program-based or functional. Program based coverage concentrates on measuring syntactic properties in the execution, for example, that each statement was executed, or each branch was taken. This makes program based coverage a generic method which is usually easy to measure, and for which many tools are available. Examples include program based coverage tools for C [9], C++ [13], and Java [14]. Functional coverage, on the other hand, focuses on the functionality of the program, and it is used to check that every aspect of the functionality is tested. Therefore, functional coverage is design and implementation specific, and is more costly to measure. Currently, functional coverage is usually implemented manually or by using custom made tools.

In this paper, we describe functional coverage and how it should be used in the testing process, starting from test requirements and specifications, and going all the way until and beyond the release of the product. We discuss the advantages and disadvantages of functional coverage and compare it to program based coverage. Based on this comparison, we provide guidelines on which type of coverage best fits the user’s needs and how it should be used.

Since functional coverage models are derived from the specifics of the program specifications and implementation, it is impossible to find off-the-shelf tools that fit the user’s coverage models. Moreover, the development of tools for specific models is usually too expensive and time consuming. The result is that functional coverage tools are usually simple and do not have the rich functionality of program based coverage tools. To overcome this problem, we developed, at IBM’s Haifa Research Laboratory a new functional coverage tool that separates the coverage models which are defined by the user, from the tool itself. The user can define custom made coverage models that fit the design in the best way, while enjoying all the benefits of a coverage tool, such as data collection and processing, creation of coverage reports, and generation of regression suites with high coverage.

The rest of the paper is organized as follows: In Section 2, we provide a short background on what coverage is and what the benefits and risks of using it are. In Sections 3 and 4, we describe program based and functional coverage. In Section 5, we describe Comet, a coverage tool that was developed at IBM’s Haifa Research Laboratory. Comet enables the user to define her own coverage models and still enjoy the rich functionality of an off-the-shelf coverage tool. In Section 6, we compare the two coverage methodologies and provide some guidelines on who should use each methodology and how to use it. In Section 7, we provide some general guidelines for the use of coverage. Section 8 concludes the paper.

2 The Benefits and Risks in Using Co verage

Coverage is defined as any metric of completeness with respect to a test selection criteria [3]. Many such metrics have been suggested in the past [3], of which statement coverage is the most common. Full statement coverage means that every statement in the program has been executed by the tests. Coverage is one of the more systematic ways to check that the testing has been thorough. When using any coverage model, of which many are available [11], a metric is created against which the quality and completeness of the testing is measured.

The most commonly used coverage metrics are based on the control flow of the program, such as statement coverage and branch coverage, however, many other metrics exist. Some coverage metrics are based on the data flow of variables, like define-use [3], while others are not based on the program code but on the inputs or the specifications.

Coverage is usually used to find new testing requirements that have been overlooked in the test plan. Many times the test requirements are written during the design and do not take into account the details of the implementation. For example, the implementation of a sorting function might use two different algorithms, depending on the size of the array sorted, a detail which is not in the specifications. In this case, statement coverage might show that the inputs never included the case of a short array, that use one of the algorithms, and that a new test is needed. Working with coverage as a guide to improve the quality of testing has been shown to be a cost effective use of resources [12].

Another application of coverage that is commonly used, is generation of regression suites [10]. Generation of regression suites has to deal with two contradictory requirements; the suite must be small so that it is economical to execute it after every design change, yet it must be comprehensive in order to find the bugs that were introduced. Coverage enables us to find a relatively small set of tests which is comprehensive in the sense that it covers the required metric [5].

Besides these uses, coverage provides other benefits to the testing process that are often overlooked. One such benefit is the use of coverage or, more specifically, functional coverage, to assist in defining testing requirements and specifications. Another benefit of functional coverage is that it helps to achieve a better understanding of the tested program during definition of the coverage models.

While the use of coverage as an aid to the testing process has a lot of benefits, centering the testing process around coverage has its own risks. A common misconception about coverage is that the testing methodology should be to decide on an appropriate coverage metric and then generate a set of tests that covers it. This is not advisable for a number of reasons, the main one is demonstrated by the following analogy to wall painting.

Assume that one uses a process which paints a wall with an inch of protective paint. A quality assurance process (coverage) chooses a hundred points at random at which to drill and measure the paint thickness. If at all of the points there is an inch of paint, then we have a reasonably good assurance that the wall is well painted. However, what do we do if at 50 points the layer of painting is not thick enough? If we tell the painter the location of these 50 points and he fixes them, the fact that the 100 points are now covered no longer guaranties that the wall is covered because our painting (test generation) process and our coverage process are not independent. One way to overcome this difficulty is to inform the painter that some region of the wall is not well painted. This is equivalent in testing to generating a test requirement (as opposed to a specific test) from an uncovered point.

Another drawback of coverage is that many coverage models are ill suited to deal with many common problems. For example, control flow models, such as statement and branch coverage, are ill suited to deal with missing code. If, for example, a case statement should have six cases but, in practice, it has only four, statement or branch coverage will not help you find it. One way to overcome this difficulty is to use several coverage models, which are derived from different domains, so that one model will cover the weaknesses of another model.

A different risk in using coverage is setting low coverage goals. It has been shown that using coverage to assess quality with a lower coverage target (50%-90%) is not useful [12]. The reason is that the probability of having bugs in hard-to-cover areas tends to be larger than the probability of bugs in well covered areas. Therefore, it is better to use simpler coverage models with high coverage goals than more complex models with lower coverage goals.

3 Program Based Co verage

Program based coverage, usually just called coverage, is a technique that measures the execution of tests against the source code of the program. For example, one can measure whether all the statements of the program have been executed. The main uses of program based coverage are assessing the quality of the testing, finding missing requirements in the test plan and constructing regression suites.

A number of standards, as well as internal company policies, require the testing program to achieve some level of coverage, under some model. For example, one of the requirements of the DOA standard [15] is 100% statement coverage.

Many coverage tools that support all major programming languages exist. Every tool implements a number of coverage models for a particular combination of operating system, compiler and programming language. Most of them work by instrumenting the source code and adding counters which can later be used by the tool’s user interface to show the status and progress of the coverage in some detail. To apply such a tool, one typically has to recompile the software with the tool and execute the tests. After the tests are executed, there is usually some interface that highlights the parts of the program that were not covered.

Almost all coverage tools implement the statement and branch coverage models. Multi-condition coverage, a model that checks that each part of a condition (e.g. A or B and C) had impact, is also implemented by many tools. Fewer tools implement the more complex models such as define-use, mutation, and path coverage variants [6].

The main advantage of program based coverage tools is their simplicity of use. The tools come ready for the testing environment. No special preparations are needed in the programs and understanding the feedback from the tool is straightforward. The main disadvantage of code coverage tools is that the tools do not “understand” the application domain. Therefore, it is very hard to tune the tools to areas which the user thinks are of significant.

4 Functional Co verage

Unlike program based coverage, where the execution of tests is measured against the program source code, functional coverage focuses on the functionality of the program, and it is used to check that every aspect of the functionality is tested. Therefore, functional coverage is design and implementation specific, and is harder to measure. Currently, functional coverage is mostly done manually.

Functional coverage is considered by some to be black-box testing [6], since it involves models based on the specifications of the application. We believe that functional coverage is much more varied. Functional coverage models can be based on the specifications of the application, but they can also be derived from the implementation. Functional coverage models have many flavors. Models can cover the inputs and outputs of the program or they can look at the internal state of the program (e.g., values of variables). Functional coverage models can be snapshot models, that look at the state of the program at a certain time, or they can be temporal models that deal with scenarios. Usually, functional coverage models involve looking at several properties in parallel. Our experience shows that many bugs can be found only when a number of events happen concurrently [1]. Therefore, covering each event on its own is not sufficient. A simple example for a snapshot model is covering all the possible values of the input parameters of a function. An example for a temporal model is looking at the changes in the values of global variables between consecutive activations of a function. Thread interleaving and synchronization in a multi-threaded system is a source of many bugs. Therefore, a coverage model that looks at all the reasons for thread switching is a good example for a coverage model that is based on a bug model (A bug model is a set of requirements for finding bugs of a type that have been uncovered before.)

The first and most important step in the functional coverage process is deciding what to cover or, more precisely, on what coverage models to measure coverage. In order to make coverage successful and use it to influence the testing process, it is important to choose the correct types of coverage models. First, it is important to choose coverage models for areas which the user thinks are risky or error prone. Next, the size of the model should be chosen in accordance with the testing resources. The model size (number of tasks) should not be too large, making it impossible to cover the model, given the testing time and resources available. From our experience, we found that the best way to create effective models is to start from small models and later refine them or combine them to create bigger and more complex models.

Often, some of the tasks in the coverage model are illegal tasks, that is, coverage tasks that should not occur. The reasons could be limitation on the inputs - the sum of angles of a triangle is 180 - or implementation details - two threads that write to the same resource should never be in the write stage of the semaphore at the same time. Specifying the illegal tasks is an important part of coverage model definition.

After definition of the coverage models, the next step is data collection. There are two broad categories of coverage data collection techniques. The first, which is used in most of the program based coverage tools, is to create a counter for each task and modify it on the fly whenever the task is found. The second is to print the necessary data to a trace file that is later processed.

One of the historical problems of functional coverage, which stems from the fact that the models are implementation specific, is lack of automation. However, although each model is unique, the coverage processes of different models have much in common. Tasks have to be updated in tables, regression suites have to be created, coverage reports on sub-models and on progress have to be made. We have created a coverage tool, named Comet [7], that handles all the common requirements, and we have created over a hundred coverage models for a number of customers for widely varying applications (mainly in hardware). A more detailed description of Comet and the methodology behind it is given in Section 5.

The ability to focus on points of concern, which is one of the main advantages of functional coverage, carries a risk. The risk is that only functional coverage will be used, and therefore, only the parts which are of concern will be tested thoroughly. Since creation of coverage models requires some effort, the parts which are not of special concern could be neglected. For these parts, it is better to use generic, off-the-shelf, program based coverage models than nothing at all.

4.1 Example - P arcel Sorting System We demonstrate applying a functional coverage to a parcel sorting system that was developed at IBM’s

Haifa Research Laboratory. In this system, a 6 PowerPC SP system (a multi processor system) is used to sort parcels. The parcels are sorted in a number of phases. In the first phase, the top surface of the parcel is scanned, its dimensions are measured, and the lenses are focused. Then, a processor is assigned to the parcel. In the second stage, a high resolution image of the top surface is created, the image is decoded so that the address and bar-code on it are understood. In the third stage, the weight of the parcel is acquired. The information including the size, weight and address is then delivered to the host. The parcel sorting system is depicted in Figure 1. This system contains many technologies, such as voting between two powerful OCR engines, fuzzy dictionary search for address validation, parallel processing and leading edge image data transfer (50MB/sec).

The coverage model described below is designed to check that the system has been stressed by different inputs. The model checks that every type of parcel size and every type of address, is encountered. The model verifies that a parcel has been internally processed in every way and by every processor, and that the processing can be correctly interrupted at any stage. The correlation between success (correct decoding of addresses), parcel type, and system load is measured.

A coverage model is composed of a list of tasks. A convenient way to specify tasks is as tuples of variables or attributes. The list of tasks in the coverage model is the cross product of the lists of all the possible values for each attribute. For example, the coverage model that we illustrate here, has attributes of a single parcel and the load of the system during the processing of that parcel. Figure 2 gives the list and description of the attributes for the parcel sorting system model. Some of these attributes, such as

Num_addresses, are values of variables in the program. Some, like Width, are calculated from a

single variables, and others, such as Num_processors and Flush, require processing of the trace. Not all the tuple values are possible. Restrictions on the possible tuples are imposed by limitations on the inputs caused by the environment, or by the implementation. Examples of restrictions for the parcel sorting model are:

• There are no more than six busy processors at one time • When a parcel is sent to the master, all the slaves are busy.

Note that the process of finding restrictions is an iterative process. An initial set of restrictions is